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CYBER SECURITY INNOVATIONS LLC ~~ s

COMPANY OVERVIEW

Cyber Security Innovations (CSI) LLC is a SBA certified 8(a) ,minority owned small business that specializes in designing,building,
implementing,and maintaining cybersecurity solutions that address distinct needs of organizations. We were founded in 2012 to
address the need for cybersecurity, information assurance,and information security. Our clients consist of organizations within
the Federal, Private,and Commercial sectors.

CORE COMPETENCIES

& Risk Management Framework Implementation & Zero Trust

Implementing NIST 800 Series, Security Authorization Process Implementing Zero Trust security framework.

Development, Transitioning from DIACAP or DCID 6/3 to CNSS1253 i |
O Penetration Testing
& Security Compliance and Governance Program Development Performing in-depth penetration testing on

Ensuring FISMA Compliance, OMB memorandum based strategic planning. public facing and internal web applications.

& Information System Security Officer (ISSO) Support <

; ] Security Program Role Based Training
Supplying ISSO Staff Augmentation.

Providing compliance based training for personnel

@ Cloud Security and FedRAMP Authorizations with assigned security roles and responsibilities.

Providing certified cloud security professionals to assist companies Q Continuous Monitoring
with attaining FedRAMP approval as well as securing their solution

f Implementing an effective Continuous
to meet the FedRAMP requirements.

Monitoring program.

& Independent Verification and Validation @ Project Management

Supporting project tracking and outputs
(resources, funding, deliverables).

Supporting POA&M Validation, Vulnerability Management,
FISMA Evaluation.

@ security Control Assessment
PAST PERFORMANCE Assessing NIST 800-53A Rev.4 control

implementation.

United States Citizenship and Immigration Services (USCIS).
CSl provides Risk Management services including (but not limited to) the development, delivery, tracking, managementand
maintenance of the USCIS FISMA Compliance, Ongoing Authorization, and Plan of Action & Milestones (POA&M) management.
CSI provides enterprise-wide Information Security Officer (ISSO) support through and USCIS ISSO as a Service (ISSOaaS) program
which includes, cloud security engineers, privacy compliance, and FedRAMP activities.

Nuclear Regulatory Commission (NRC)
CSl provides Risk Management services including the development, delivery, tracking, management & maintenance of the NRC FISMA Compliance,
Ongoing Authorization, & Plan of Action & Milestones (POA&M) management. CSl also provides NIST 800-53a security control assessment testing.

Internal Revenue Service (IRS)

CSl was awarded a Prime contract to provide the IRS with expert technical support to the mission of performing FISMA-compliant
security controls assessments in an automated fashion to meet related OMB, Treasury, and IRS requirements. Specifically,
this support provides transition from manual assessment processes to utilizing the Cyber Security Assessment & Management
(CSAM) tool, which includes tool configuration, data integration, stakeholder training, and program management.

Veteran Affairs (VA).

CSl provides assistance in information security policy programmatic development & support by establishing a world-class policy
construct for VA & ensuring Information Security (IS) policy documentation complies with federal laws, regulations, standards,

& guidance. In addition to supporting policy definition, stakeholder roles & responsibilities, & establishing an overarching policy
governance program, CSl assists in the creation & revision of organizational policies, standards, guidance, procedures, & memoranda.




